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Abstract of the contribution: Proposes an update to Sol #7 to remove ENs.
1
Discussion
Solution #7 (Push Notification) has several Editor’s notes.
Editor's note:
The security aspects of the communication between UE and Paging Server, including any privacy issues, will be addressed by SA WG3.

Proposed resolution: convert it to a NOTE as the resolution is in SA WG3 scope.

Editor's note:
The details for the assignment of UE identity and credential which enable the UE to establish a secure connection with the Paging Server via the Internet are FFS.

Proposed resolution: convert it to a NOTE as the resolution is in SA WG3 scope.

Editor's note:
The applicability of this solution in conjunction with extended buffering is FFS.

Proposed resolution: clarify that the solution does not apply when extended buffering is used.

Editor's note:
How to prevent loops if system B uses the same solution is FFS (i.e. how to avoid that the Push Notification perceived as U-plane data by system B triggers a Push Notification towards system A).

Proposed resolution: this contribution proposes a solution to address the loop avoidance.

Editor's note:
Further clarifications on the interactions between the IP application client for Paging Notifications and the 3GPP layers in the UE are FFS.

Proposed resolution: this EN falls largely in the domain of UE/device implementation. As an illustration, in Figure 1 we propose to consider a high-level diagram of a Multi-USIM device composed of “3GPP modem layer” and “3GPP app layer”.
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Figure 1: Application client for Push Notifications in a Multi-USIM device
The app client for Push Notifications resides in the “3GPP app layer”, similar to the IMS client, and its interactions with the “3GPP modem layer” are again similar with those of the IMS client. For instance:
-
Most of the time the Push Notification client interacts with the “3GPP modem layer” for sending and receiving IP packets carrying Push Notifications (cf. similar to the IMS client that interacts with the “3GPP modem layer” for sending and receiving SIP signalling messages).

-
The Push Notification client sometimes also interacts with the “3GPP modem layer” NAS engine in order to indicate the device’s MUSIM capability to the AMF (cf. similar to the IMS client that interacts with the “3GPP modem layer” NAS engine e.g. for the purpose of SRVCC).

Based on this explanation it is proposed to simply delete the EN.
2
Proposals

It is proposed to agree the text proposal below for inclusion in TR 23.761.
* * * * Start of Change * * * *
6.7
Solution #7: Push Notification

6.7.1
Introduction

The solution applies to Key Issue #1 "Handling of MT service" and Key Issue #2 "Enabling Paging Reception".

The solution applies to both 5GS and EPS.

The solution relies on Push Notification that is delivered via the Internet.

The solution applies to Single Rx Multi-USIM devices only.

6.7.2
Functional Description
Depicted in Figure 6.7.2-1 is a Dual-USIM device that is simultaneously registered to 5GS/EPS A (system A) and 5GS/EPS B (system B).
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Figure 6.7.2-1: Simultaneous paging from AMF A (or MME A) in system A and system B

Upon registration to the network associated with USIM A the UE indicates to the network (AMF) that it wants to register for paging events, e.g. because it is unable to monitor the paging channel during an active communication via the network associated with USIM B or would like to avoid creating reception gaps.

If the network (AMF) acknowledges the UE request, it indicates to the UE the address (e.g. IP address or FQDN) of a 5GC network function, referred to as Paging Server A, that has a service-based interface in 5GC (N99 in reference point representation in Figure 6.7.2-1) and is also accessible via the Internet. The AMF also provides a credential and an identity for the UE which enables the UE to register for paging events at Paging Server A via the Internet. The UE next registers with Paging Server A (e.g. using an HTTPS connection) via Internet access provided by the network associated with USIM B. This is illustrated in Figure 6.7.2-1 for the case where both systems are 5GS, but the same principle applies if either or both systems are EPS.



NOTE x:
The security aspects of the communication between UE and Paging Server, including the details for the assignment of UE identity and credential which enable the UE to establish a secure connection with the Paging Server via the Internet, as well as any privacy issues, will be addressed by SA WG3.

Similarly, upon connecting to the network associated with USIM B the UE obtains the address of a Paging Server B and registers for paging events at Paging Server B via Internet access provided by the network associated with USIM A.

NOTE 1:
There is no business relationship between system A and system B in this solution. UE registers with Paging Server A using the Internet access of system B, and vice versa.

While connected to the network associated with USIM A the UE keeps an established connection with Paging Server B via the Internet.

Similarly, while connected to the network associated with USIM B the UE keeps an established connection with Paging Server A via the Internet.

When the UE needs to be paged for MT service in system A, the SMF (or MME) in system A initiates the direct paging in system A (refer to red dashed line in Figure 6.7.2-1) and after some delay (the value of which depends on configured paging strategy in the AMF) it also sends a Push Notification via Paging Server A (refer to the blue dash-dotted line in Figure 6.7.2-1). The following cases may arise:

1.
UE was engaged in active communication via system B; in this case the UE will not be able to listen to the Uu paging in system A, but it will receive the Push Notification from Paging Server A via its Internet connection on system B. Upon reception of the Push Notification the UE decides whether it should suspend the communication in system B and respond to the Uu paging in system A.

2.
UE was in Idle state in both system A and system B. The UE will be paged sequentially: initially in system A only and after some delay also via its Internet connection in system B with the Push Notification. In system B, a DL packet for the UE is received, that triggers "normal" paging, which can be successful or unsuccessful, independently from the fact that the UE has responded in system A or not. If unsuccessful, the Push Notification packet is dropped by system B.


NOTE y:
The solution is not applicable when extended buffering is used.


The Push Notification content is equivalent to the content of the Uu Paging message. As a minimum it includes an indication of the service type that triggered the paging and an identifier that non-ambiguously points to the USIM in the Multi-USIM device for which the paging is intended.

NOTE 2:
The Push Notification in the UE is expected to be handled in an IP application client that is able to communicate with the 3GPP layers in the UE (cf. similar to the IMS client). The details of the IP application client handling the Push Notifications is implementation dependent and is outside the scope of this study. The registration for paging events is expected to be performed by the same IP application client.

Editor's note:
Further clarifications on the interactions between the IP application client for Paging Notifications and the 3GPP layers in the UE are FFS.

6.7.3
Procedures

Depicted in Figure 6.7.3-1 is the call flow for the case where UE A and UE B are in Idle and Connected state, respectively, when a downlink user plane packet (e.g. SIP INVITE) arrives at UPF A.
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Figure 6.7.3-1: Push Notification: UE A in Idle; UE B in Connected
1.
User plane packet (e.g. SIP INVITE) arrives at the UPF in system A.

2-4.
AMF pages the UE.

5.
In absence of UE A response during preconfigured time Tnr (e.g. Tnr<T3513) the AMF triggers sending of a Push Notification via the Internet using PS A (Paging Server A).

6-7.
The Push Notification is delivered to UE B as user plane data.

8.
If the multi-USIM device determines that it shall respond to the paging in system A, UE B sends back a Push Notification ACK to PS A via the Internet.

9-11.
The Push Notification ACK is eventually delivered to the AMF which may “encourage” it to continue the paging of UE A (e.g. reinitiate paging upon expiry of timer T3513) to allow the multi-USIM device to perform coordinated leaving on UE B and respond to paging on UE A.

12.
UE A responds to paging and receives the SIP INVITE in the user plane
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Figure 6.7.3-2: Push Notification: UE A in Idle; UE B in Idle
1-6.
Same as in Figure 6.7.3-1.

7.
Given that UE B is in Idle state the Push Notification is buffered at the UPF in system B.

8-10.
UE B is paged.

11.
UE B responds to paging and receives the Push Notification in the user plane.

12-13.
The multi-USIM device determines that it is unable to receive the paging in system A (e.g. UE A is out of coverage in system A) and sends back a Push Notification NAK to PS A via the Internet to stop unnecessary paging of UE A in system A.

NOTE 1:
This call flow assumes that UE A is unable to receive paging in system A (e.g. UE A is out of coverage in system A) which seems to be the most likely cause for UE A’s lack of response to paging. However, if the multi-USIM device determines that UE A is able to detect the paging in system A, then UE B responds with a Push Notification ACK and the rest of the call flow is the same as steps 8-12 in Figure 6.7.3-1.
14-15.
Upon reception of the Push Notification NAK, the AMF of system A abandons paging of UE A.
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Figure 6.7.3-3: Push Notification: “Reverse” Push Notification and loop avoidance
1-10.
Same as in Figure 6.7.3-2.

11.
In absence of UE B’s response to the paging during preconfigured time Tnr (e.g. Tnr<T3513) the AMF of system B triggers sending of a Push Notification via the Internet (“reverse” Push Notification) using PS B.

NOTE 2:
The “forward” Push Notification is perceived by system B as “ordinary” MT Internet data. As a configuration choice, system B can be configured to not trigger a Push Notification for “ordinary” MT Internet data, which obviates the need for a solution to the loop avoidance problem. The rest of the call flow assumes that a Push Notification is always sent, including for “ordinary” MT Internet data.

The execution of the subsequent steps depends on the status of system A when the “reverse” Push Notification reaches system A.

12.
UE A has responded to the paging in system A. The “reverse” Push Notification is delivered to UE A in the user plane. By inspecting the Push Notification the multi-USIM device determines that this notification is for lower or equal priority traffic and determines to not respond to the paging of UE B in system B. UE A nevertheless should send a Push Notification NAK to stop the paging of UE B in system B as soon as possible.

13.
System A is still in a process of paging UE A when the “reverse” Push Notification is received. UE A does not respond within a pre-configured time interval Ttot (e.g. Ttot=T3513), which leads system A to abandon the paging. The original user plane data that trigger the paging (e.g. SIP INVITE) as well as the queued “reverse” Push Notification, are both dropped by the UPF of system A.

14.
System A has already stopped paging UE A when the “reverse” Push Notification is received. To avoid triggering new Push Notification, system A is configured with a guard timer Tgua that is armed at the end of the unsuccessful paging of UE A (step 14a). Any “ordinary” MT data received before the Tgua timer expires is considered as spurious data.
NOTE 3:
The guard timer Tgua can be used in any of the UPF, SMF, AMF or PS. If configured in UPF, SMF or AMF, the spurious data does not trigger any paging in system A (steps 14e, 14f anf 14g are skipped, and possibly steps 14c, 14d can be skipped). However, to minimize the impact on the existing system, figure 6.7.3-3 illustrates the case where the Tgua timer is configured in the PS. For any Trigger Push Notification message received by PS before the Tgua timer has expired (step 14f), the PS does not send a Push Notification via the Internet and instead immediately responds to the AMF with a Push Notification NAK message (step 14g).
6.7.4
Impacts on services, entities and interfaces

Paging Server:

-
new functionality in 5GC that maintains a secure connection with the UE via the Internet, and that is used for sending Paging Notifications.

AMF:

-
handles UE request for Push Notification via the Paging Server.

-
triggers sending of Push Notification to the UE via the Paging Server.

UE:

-
requests and receives information from the AMF for being paged with Push Notifications.

-
establishes and maintains a secure connection with the Paging Server, that is used for receiving Push Notifications.

-
handles Push Notification received via the Internet.

* * * * End of Change * * * *
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